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Simplify security 
management in the cloud
IBM Endpoint Manager and IBM SmartCloud  
offerings provide complete cloud protection

Highlights
●● ● ●Ensure security of new cloud services  

by employing scalable, optimized  
IBM solutions

●● ● ●Reduce costs and complexity of cloud 
management while increasing business 
agility, speed to remediation and accuracy

●● ● ●Address key security challenges of  
distributed environments with endpoint 
management and security in a single 
solution

●● ● ●Support cloud provisioning and optimize 
the cloud environment through workload 
automation

The increasingly rapid pace of business demands that organizations 
deliver services faster than ever, and being able to react with agility is key 
to survival in the changing competitive landscape. The promised benefits 
of cloud computing include rapid service delivery and lower operational 
costs. However, the adoption of a cloud model can lead to a variety of 
new challenges, including data governance, access control, activity moni-
toring and the visibility of dynamic resources—in essence, all aspects of 
IT security. So how should organizations address IT security in these 
more efficient, yet more complex, environments?

As a proven leader in IT management solutions, IBM takes a holistic 
approach to security and offers optimized solutions that span the spec-
trum from mobile devices to data center servers in the cloud. The  
IBM® Endpoint Manager family and IBM SmartCloud™ solutions can 
play a key role in securing and maintaining your cloud environments and 
are designed to manage all of your computer assets across desktops,  
laptops and servers—regardless of connectivity. This is especially  
critical on today’s smarter planet, where instrumented, interconnected 
and intelligent businesses collect, process, use and store more information 
than ever before. IBM security solutions are instrumental to your  
organization’s cloud evolution, no matter where you are in the process. 
With the IBM platform-based approach, you can choose  
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the solution that meets your needs today, whether simple or 
complex—and rest assured that your investments will be  
protected into the future.

Addressing security in a virtual world
Historically, virtual machine technologies were most often used 
in development and test environments. But with the growing 
prevalence of cloud computing, they are increasingly being  
leveraged in production to either host or supplement business-
critical applications. The ever-expanding use of virtualization 
technologies brings both benefits and challenges. Some of the 
benefits—such as higher server utilization, faster deployment 
and the ability to more quickly clone, copy and deploy  
servers—are partially offset by the proliferation of virtual 
machines and the associated risks to your organization. 
Hypervisor host servers and their associated virtual machines 
need to be carefully monitored and managed, because even 
short-lived virtual machines can pose a risk to your organiza-
tion. For example, many virtual machines often spend weeks, or 
even months, in a dormant state and are not updated with the 
latest critical security patches. Restarting these dormant virtual 
machines introduces additional security risks and can leave 
organizations open to hacking and virus outbreaks. Endpoint 
Manager provides a better way to manage these dormant 
machines, by automatically enforcing patch compliance across 
physical and virtual servers, across a range of hypervisors and 
operating systems.

Extending your cloud security 
capabilities
Endpoint Manager solutions enable you to see all your  
endpoints, whether physical, virtual, fixed or mobile. You  
can fix issues anywhere in minutes, regardless of bandwidth or 
connectivity, and deploy over any network or geography in 
days. These comprehensive solutions enable you to achieve 
continuous configuration compliance—cross-platform—and 
help simplify IT operations.

As your cloud security needs grow, IBM Endpoint Manager for 
Security and Compliance—built on BigFix® technology—
enables you to address the security challenges of even the most 
complex and highly distributed environments. It provides patch 
management and security configuration management in a single 
solution—one that can help your organization both protect 
endpoints and assure regulators that you are meeting security 
compliance standards, even on cloud assets.

This easy-to-manage, quick-to-deploy solution supports secu-
rity in an environment that is likely to include a large variety 
and large number of endpoints—from servers to desktop PCs, 
“roaming” Internet-connected laptops, and also specialized 
equipment such as point-of-sale devices, ATMs and self-service 
kiosks. The closed-loop capabilities of Endpoint Manager for 
Security and Compliance can be grouped into four key areas: 
report, assess, remediate and enforce.
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Report 
Endpoint Manager for Security and Compliance enables you to 
stay on top of fast-changing cloud assets with real-time visibil-
ity, providing agentless asset discovery and vulnerability assess-
ment, security, and compliance analytics. Use this capability to 
discover 10 to 30 percent more assets than previously reported.

Assess 
Endpoint Manager for Security and Compliance includes a 
library of more than 5,000 compliance settings to help you quickly 
assess the compliance of cloud assets. It offers out-of-box best 
practices to meet US Federal Desktop Configuration Control 
regulations and Defense Information Systems Agency Security 
Technical Implementation Guides. It is also the first product to 
be certified by the National Institute of Standards and 
Technology (NIST) for both assessment and remediation.

Remediate 
This solution can help you achieve a greater than 95 percent 
first-pass success rate within hours of policy or patch deploy-
ment with a unified physical and virtual approach. You can run 
an Endpoint Manager agent on any system, whether it is physi-
cal or virtual—so you can use it to patch traditional systems,  
as well as to patch running virtual machines in a cloud  
environment. And the platform’s closed-loop design enables  
you to patch as quickly as you can provision.

Enforce 
Finally, Endpoint Manager for Security and Compliance pro-
vides automated, continuous compliance enforcement, which 
puts you in control with the most up-to-date information—a 
requirement in fast-changing cloud environments. The solution 
enables security and operations teams to work together to  
continually strengthen security and adjust to evolving 
requirements.
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Getting started with security in 
virtualized and cloud environments
IBM SmartCloud Patch Management is an effective entry point 
into delivering and securing virtual and cloud environments. 
IBM SmartCloud Patch Management enables unified manage-
ment of patch compliance across your physical and virtual  
systems in near real time and supports self-service delivery  
of cloud services. The unified IBM endpoint management 
approach provides the benefits of unmatched visibility and  
control of your systems, regardless of context, location or  
connectivity. The patch capabilities of IBM SmartCloud Patch 
Management feature:

●● ● Heterogeneous platform support—For multiple operating 
systems, including Microsoft Windows, Unix, Linux and  
Mac OS

●● ● Continuous, automatic patch assessment and remedia-
tion of all systems—Including physical and virtual systems

●● ● Enterprise-class scalability and security—Proven scalabil-
ity, including fine-grained authorization and access control 
capabilities

IBM SmartCloud Patch Management also includes  
IBM SmartCloud Provisioning, which provides an entry-level 
platform to allow organizations to become cloud-enabled 
within a few hours—while serving as a solid foundation for  
adding advanced cloud capabilities as customer needs evolve.  
IT organizations can rapidly implement the specific type of 
cloud environment they need, whether small, medium or large. 
This solution:

●● ● Provides rapid deployment of virtual systems, as well as net-
work and storage virtualization, with preconfigured images 
that help organizations get the cloud up and running quickly

●● ● Enables standardization of IT processes for new levels of 
operational efficiency

●● ● Provides virtual machine provisioning, typically standardized 
images that can be deployed to tens, hundreds or thousands 
of virtual machines very rapidly

●● ● Offers advanced image management capabilities, including 
the ability to consolidate all of your images in a virtual image 
library
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IBM SmartCloud Provisioning helps you reduce the cost and 
complexity associated with deploying cloud computing while 
providing comprehensive capabilities for visibility, control and 
automation.

Why IBM?
IBM offers security solutions at every level a customer may 
need. Depending on your cloud adoption timeline, you can 
start with entry-level patch management solutions, then expand 
to broader security management solutions, and finally to our 
cloud solutions. To access even greater cloud security benefits, 
you can get started with IBM SmartCloud Patch Management 
and quickly benefit from an optimized and secure cloud  
solution. The integrated IBM SmartCloud family of solutions 
will help you to truly reap the benefits of cloud computing.

For more information
To learn more about IBM Endpoint Manager, please contact 
your IBM representative or IBM Business Partner, or visit  
ibm.com/tivoli/endpoint to access white papers, data sheets  
and more.

To learn more about IBM SmartCloud offerings, please visit 
ibm.com/smartcloud

Additionally, IBM Global Financing can help you acquire  
the software capabilities that your business needs in the most 
cost-effective and strategic way possible. We’ll partner with 
credit-qualified clients to customize a financing solution to suit 
your business and development goals, enable effective cash 
management, and improve your total cost of ownership. Fund 
your critical IT investment and propel your business forward 
with IBM Global Financing. For more information, visit:  
ibm.com/financing
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