
A Customer Success
from the Experts in
Business-Critical Continuity.

“We considered several different options and looked 
closely at whether they could meet our requirements. 
In the end, it was an easy decision. With its combination 
of ACS [advanced console server] appliances, DSR™ KVM 
over IP switch and DSView™ 3 management software, 
Avocent® offered the most comprehensive solution with 
the best return on investment.” 
 – Anton Lankhuizen, IT Architect, Algemene Pensioen Groep

Overview 
Headquartered in Heerlen, Netherlands, Algemene Pensioen Groep (APG) 
manages collective pension schemes for more than four million employees at 
more than 20,000 companies in numerous industries. It manages approximately 
¤240 billion in assets and has a market share of more than 30 percent in the 
Netherlands. The company also has operations in the US and Hong Kong and 
employs more than 5,000 people.

Challenge  
In recent years, APG has undergone rapid expansion as a result of both organic 
growth and corporate acquisitions. Following a merger with Cordares (2008) 
and the opening of new offices in New York (1998) and Hong Kong (2007), the 
company found itself with a large and complex IT infrastructure, including more 
than 1,000 servers at six data centres in three countries.

“We had a situation where each major site had its own local IT team to manage 
the data centre,” explains Anton Lankhuizen, IT Architect at APG. “Each team 
had its own way of working, so it was difficult to ensure a standardised response 
to issues in different locations. Moreover, people were constantly going in and 
out of the data centres to perform basic server and network administration tasks, 
which was inefficient and also potentially posed a security risk. As a general rule, 
the fewer people you have in your data centres, the less problems you encounter, 
so we decided to adopt a centralised ‘lights out’ data centre strategy, where all IT 
administration work could be carried out by people working at a different site.”

For this strategy to work, the company needed to find an effective way to 
manage its servers and network equipment remotely.

“It was possible to connect to some of the servers through a Web interface, but 
this was only possible via the main network,” explains Lankhuizen. “If there were 
problems with the network, the only way to access a server would be to visit 
the data centre–which is what we were trying to avoid. We needed to create 
a separate, out-of-band network to allow us to monitor and manage our IT 
infrastructure regardless of the state of the production network.”
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Key benefits
• Remote server and network management 

enables a single team to manage 
infrastructure at all major data centres

• Simple Web-based interface for out-
of-band management of all servers 
and network equipment enables rapid, 
consistent response to issues

• “Lights out” data centre concept reduces 
the risk of security violations or IT failures 
through human error

• Centralized management of all “out-of-
band” log-ons and activities helps APG to 
stay in control of its infrastructure, while 
providing flexibility for IT staff
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Solution 
APG decided to make the creation of an out-of-band network part of a 
wider programme of IT renewal and organisational restructuring.

“In terms of general infrastructure, we are performing a major 
standardisation exercise, replacing various types of legacy servers and 
network devices with a much smaller range of equipment,” explains 
Lankhuizen. “This is being mirrored in organisational terms by creating 
a single, central team of data centre management specialists who 
will ensure that all our sites are managed in the same way and to the 
same standards. This will mean that we don’t need so many IT staff in 
each location, which should deliver significant cost benefits, as well as 
improvements in operational efficiency. Of course, this organisational 
change is only made possible by the introduction of a remote 
management solution.”

The APG IT team performed a requirements-gathering exercise and 
then began researching and evaluating possible solutions.

“Although we have separate teams who manage our UNIX® servers, 
Windows®-based servers, mainframes and network infrastructure, 
we realised that it was important to find a single solution that could 
manage everything,” explains Lankhuizen. “This was particularly 
important to maintain the flexibility of the infrastructure in case of 
organisational changes in the future.”

“We considered several different options and looked closely at whether 
they could meet our requirements. In the end, it was an easy decision. 
With its combination of ACS [advanced console server] appliances, 
DSR KVM over IP switch and DSView 3 management software,  
Avocent offered the most comprehensive solution with the best  
return on investment.”

The team began rolling out the new Avocent ACS advanced console 
server appliances and the DSR KVM over IP switch as part of its main 
infrastructure refresh. Whenever a new rack of servers is implemented, 
it contains a DSR switch that provides KVM access to all the servers in 
the rack. All serial-managed equipment is connected via ACS advanced 
console server appliances. Access to the equipment is governed by the 
DSView 3 software, which provides a single central point of control for 
the entire infrastructure.

“One of the best things about DSView 3 software is the ability to 
control access rights very precisely,” comments Lankhuizen. “You 
can set up different groups of users and define what they can do, so, 
for example, our UNIX team can only access the UNIX servers. This 
eliminates the risk of someone accidentally making changes 

to the wrong systems, which in turn reduces the chance of issues 
and downtime. All activity is logged to guarantee compliance with 
regulations.”

Due to the choice of rollout strategy, the implementation of the 
Avocent solution is still ongoing, but APG predicts that it will achieve 
90 to 95 percent coverage of its IT infrastructure by 2011. Even with 
partial coverage, the company is already seeing some significant 
benefits from the project.

Results 
“First and foremost, we have already achieved our objective of going 
‘lights out’ in our two main data centres,” says Lankhuizen. “At this 
moment we need just five or six IT staff to handle basic server and 
network management at our main data centre sites. At the same 
time we are able to act faster in case of an infrastructure failure. As 
a bonus, our people are now able to work on projects that add more 
value to the business.”

Moving to remote out-of-band management of these data centres 
is also helping the IT team respond more quickly. When a fault 
occurs, the infrastructure management software sends automatic 
notifications to the appropriate experts, who can use DSView 3 
software to log in to the relevant servers or network devices to 
resolve the problem.

“Previously, we would need to wait until someone could get down to 
the data centre and log in to the server manually to fix it,” explains 
Lankhuizen. “Meanwhile, the downtime of an important system 
could be preventing users from working productively, which could 
have a direct impact on revenues and customer service levels. The 
Avocent solution helps us deal with these situations much more 
rapidly and effectively, which means we can maximise availability 
and minimise the effect of IT problems on the business.” 

Finally, since the local IT teams is now able to focus on the business, 
and their visits to the data centres have become less frequent, APG 
has been able to increase the security of these facilities, helping to 
meet information security regulations and increase confidence about 
data protection.

Lankhuizen concludes, “As we increase the proportion of our 
infrastructure that is managed by the Avocent solution, we will 
reap further benefits from this project–gaining a simpler, more 
manageable infrastructure and a leaner, more streamlined 
organisational structure. This will enable us to deliver a more 
responsive and reliable service to the business and ultimately to our 
customers in the Netherlands and worldwide.”
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